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CHAPTER I (16) 

INTRODUCTION (14) 

The Internet today is pervasive with all the technological advances, in which 

connected devices to progress information from anywhere in the world via the 

Internet - the company's databases, the cluster of servers, mobile phones. This 

collection of inter-networked devices refers to Internet of Things.  ------------- (12) 

1.1     Overview of the Internet of Things 

The major idea of IoT is to endow with the network infrastructure through 

interoperable communication protocols and the software for a better data collection 

with a suitable connection, exchange of information through the nodes on several 

heterogeneous networks. Applications of IoT include, home automation systems of 

smart lighting, healthcare, pollution monitoring, and smart grid. Inappropriately, 

many connecting of devices to the Internet presents causes a more possible for 

cybercrime. Analyst Gartner estimates that in 2025 the IoT devices will be used by 64 

billion, except tablets, PCs, and smartphones [1]. Individuals and some companies 

using IoT devices cross the legal agreement. A smart refrigerator was hacked two 

years ago wherein it sends indecent spam by building the ice cubes. Baby alarms were 

used for eavesdrop on and still used to converse to the sleeping children. In the year 

2016[1], the ever-largest Distributed Denial of Service (DDoS) attack in opposition to 

Dyn, a provider of significant Domain Name System (DNS) services to companies 

like Netflix, Twitter, and CNN was done by hacking thousands of security cameras. 

And again, in the year 2017[2], Wikileaks divulge that Central Intelligence Agency 

(CIA) has types of equipment for hacking the IoT devices, such as   Samsung Smart 

TVs, used to vaguely record the conversations in hotels or the discussion rooms.  

Researchers believe that the integration of IoT with public cloud increases IoT 

security gaps due to more impending attacks through stealing, and leaking of 

personal, accessing processing, and networked information. In totting up to that, 

further moneymaking IoT  

attacks were explored, like cryptocurrency mining or the ransomware attacks on 

medical tools, point-of-sale (POS) machinery, or vehicles. It is important to explore 
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that what makes these devices are so vulnerable in IoT being a runaway train, never 

going back. Security is not been made very crucial in the progress of these devices 

creating security on IoT devices with destitute, security absent may be costly, or else 

slow growth, or sometimes that survive the device performance approaches with term 

speed and efficiency. The devices that are directly bared to the internet have opened 

up a backdoor to let the criminals in because of poor network segmentation. 

Researchers and marketers are engaged in a full range of solutions to protect IoT 

devices and networks. Instead, there’s a long way to go before the standards are 

established.  

1.2     IoT Architecture and Protocol Stack 

Ongoing research activities propose to provide multi-layered (device, communication, 

cloud, and lifecycle management layer) security approaches to IoT solution 

architectures that seamlessly work together to provide complete end-to-end security. 

The communication layer is defined by IoT Architecture as given in the Figure 1.1 

where the Data is received/ transmitted via insecure channels of communication via 

application layer or Physical networking. The vital technologies concerned in IoT are 

the Radio Frequency Identification Technology (RFID), the sensing technology, 

wireless communication, energy-conserving technologies, cloud computing concept, 

and finally the sophisticated Internet Protocol (IPv6) [2]. 
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Figure 1.1: IoT Architecture & Protocol Stack 

The sensor layer is collecting all type of data through physical equipment like RFID 

readers, sensors, GPS. It uses low battery power and low data rate connectivity. The 

gateway and the network layer maintain the massive volumes of the IoT data which 

are produced by the wireless sensor’s devices and the smart devices. The network 

models were designed and intended to support communication Quality of Service 

(QoS) requirements of latency, scalability, error probability, bandwidth, security 

while achieving higher levels of energy efficiency.  Various applications from the 

manufacturing and engineering sectors can exploit the use of IoT for overhaul 

improvement. The applications are mainly categorized based on type of the 

heterogeneity, network availability, coverage, size, business representations as well as 

the non-real and real time requirements.  

The main characteristics of the different stack protocols are as follows. (1) The IEEE 

802.15.4 protocol supports communication with low power consumption at PHY and 

MAC level [2]. (2) The IEEE 802.15.4 protocol maintains a maximum of 102 bytes 

for data transmission to the upper stack layers, which is well below the 1280 byte 

Maximum Transmission Unit (MTU) required by IPv6. (3) The transmission of IPv6 

data packets over IEEE 802.15.4 is performed using 6LoWPAN. The adaptation layer 

enables packet  

 



 

4 

fragmentation mechanisms and reassembly methods. (4) The Routing Protocol for 

Low-power and Lossy networks (RPL) supports 6LoWPAN environments. (5) The 

application level Communication is supported by the Constrained Application 

Protocol (CoAP)[2]. 
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