
1/22/22, 11:49 AM Intellectual Property India

https://ipindiaservices.gov.in/PublicSearch/PublicationSearch/PatentDetails 1/2

 (http://ipindia.nic.in/index.htm)  (http://ipindia.nic.in/index.htm)

Patent Search
Invention Title UNMANNED ROGUE AERIAL SPY VEHICLE - URASV

Publication Number 45/2020

Publication Date 06/11/2020

Publication Type INA

Application Number 202041023418

Application Filing Date 04/06/2020

Priority Number

Priority Country

Priority Date

Field Of Invention ELECTRONICS

Classification (IPC) G09B0005000000, E21B0049080000, E02D0001020000, H04W0004180000, G01N0033240000

Inventor

Name Address Country Nationality

Gopichand D Sai Raghava Building, 4th Cross Vidyanagar, Bellary, Karnataka, Indian 583104 India India

B Hrushith #514, Balaji Colony , Tirupati, Andhra Pradesh, Indian 517501 India India

Chittanuru Charan Sai
Kumar

SeethaRamulu Ch, Head of Operation, Galaxy Guest house, ACC Wadi Township, Wadi, Chitapur, Kalburgi, Karnataka, Indian
585225

India India

Raghavendra Reddy School of C and IT, REVA University, Kattigenahalli, Yelahanka, Bangalore, Karnataka 560085 India India

Dr. Ashwin Kumar U M School of C and IT, REVA University, Kattigenahalli, Yelahanka, Bangalore, Karnataka 560085 India India

Dr. Gopal Krishna Shyam School of C and IT, REVA University, Kattigenahalli, Yelahanka, Bangalore, Karnataka 560085 India India

Applicant

Name Address Country Nationality

Gopichand D Sai Raghava Building, 4th Cross Vidyanagar, Bellary, Karnataka, Indian 583104 India India

B Hrushith #514, Balaji Colony , Tirupati, Andhra Pradesh, Indian 517501 India India

Chittanuru Charan Sai
Kumar

SeethaRamulu Ch, Head of Operation, Galaxy Guest house, ACC Wadi Township, Wadi, Chitapur, Kalburgi, Karnataka, Indian
585225

India India

Raghavendra Reddy School of C and IT, REVA University, Kattigenahalli, Yelahanka, Bangalore, Karnataka 560085 India India

Dr. Ashwin Kumar U M School of C and IT, REVA University, Kattigenahalli, Yelahanka, Bangalore, Karnataka 560085 India India

Dr. Gopal Krishna Shyam School of C and IT, REVA University, Kattigenahalli, Yelahanka, Bangalore, Karnataka 560085 India India

Abstract: 

Nowadays we use wireless networks almost everywhere starting from home, restaurants, cafeteria to various organisations. Because of the convenience of using the wireless
internet, we sometimes connect to Wi-Fi networks without passwords or encryption. And, that gives rise to another threat of wireless networks called wardriving. These days
wireless penetration testing is only minimised to a specific radius on ground operations, and also wardriving has also came out of fashion to perform black box testing on a
wireless network. Most of the time wireless penetration testing tools are still running on the CLI platform, where all the data will be displayed on the terminal screen and get
stored on a document in the backend. So this kind of output format gives a major gap for real time analytics. To overcome these issues, we are building a wireless penetration
testing tool which is operated through a web application that can showcase the data on the web application. Wardriving has also became limited in the rural places where a
vehicle cannot reach a particular place for the operations of a penetration tester. To overcome this distance factor issue in any kind of locality we are building a drone that can be
controlled with the help of a web application other than the use of joystick. And also a 4G module is used to perform the penetration testing operations over the air. This
invention will be very useful for Penetration testers in large scale industries like (schools, colleges, public cafes, organizations, public areas) to perform vulnerability Assessment &
Penetration Testing on Wi-Fi devices.
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DESC:Penetration testing is also called pen testing or moral hacking is the act of testing a PC framework, system or web application to discover security flaws or 
vulnerabilities that an aggressor could abuse. Penetration testing can be computerized with programming applications or performed physically. In any case, the procedure 
includes gathering data about the objective before the test, distinguishing the conceivable entry points, endeavoring to break in either practically or without a doubt and 
summarizing back the discoveries. The principle goal of penetration testing is to recognize security weaknesses. Penetration testing can furthermore be utilized to test an 
association's security guidelines, its adherence to consistency prerequisites, its representative's security mindfulness, and the association's capacity to distinguish and react 
to security occurrences. Wi-Fi penetration testing is one approach to recognize holes inside your current systems and actualize rectifications to relieve those risks. This is 
commonly a straight forward procedure that can be especially worthwhile financially when connected with existing inner penetration tests endeavors.  

Wardriving is the demonstration of scanning for Wi-Fi systems from a moving vehicle. It includes gently driving around a region to find Wi-Fi signals. This might be cultivated 
by an individual or by at least two individuals, with one individual driving and others scanning for wireless networks. Wardriving might be as basic as looking with the 
expectation of complimentary Wi-Fi utilizing a cell phone inside a vehicle. Be that as it may, the definition, as a rule, applies to an equipment and programming arrangement 
explicitly intended for finding and recording Wi-Fi systems.  
So, the solution is “Rogue Wi-Fi Penetration Framework”. It’s a quadcopter which is used to carry a portable computer (Raspberry Pi) and some useful components. The 
Rogue Wi-Fi Penetration Framework is controlled using the internet from the ground with a computer through a web application interface for its operation. 
CLAIMS:1 The invention is operated over the air which is controlled from the ground So we can hijack data of the drone from the air
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